Global Hierarchically Addressed NON-broadcast ethernet

A very important part of network building is LAN connectivity. It is also become a requirement to be able to isolate individual workgroups from each other. This paper tries to show an approach of hypotetical IP only global telecom implementation which would comply the above mentioned prerequisites in an efficient manner.

1 Introduction.

Ethernet LAN technology today is universally adapted nearly everywhere, starting from small Departmental networks and ending with huge University campus and Company-wide networks. Invented in early 1970-ies as a simple 10Mbps shared LAN technology, due to its simplicity and popularity, Ethernet afterwards has been extended with a number of powerful techniques:

· Switched Ethernet has become commonplace (extension of Transparent Bridging),

· Ethernet of various speeds: 10Mbps, 100Mbps, and 1Gbps,

· Full-duplex Ethernet replaces half-duplex CSMA/CD sharing protocol,

· LAN Emulation over ATM and MPOA allow to extend Ethernet over fast WAN,

· Hi-power Full-duplex Ethernet Fiber transceivers reach distances up to 100km over dark fiber at 1Gbps (at the fraction of cost of comparable SDH/SONET or ATM hardware),

· License-fee Wireless Ethernet bridges (with direct line of sight up to 5km at 11Mbps).

All this together has made Ethernet not only very popular, but also very cheap, reliable, and truly wire-speed LAN technology [1]. But with speeds and WAN transmission techniques mentioned above, should Ethernet forever remain just a LAN technology? There are two major obstacles why Ethernet does not scale to real WAN:

· Despite the fact that Ethernet uses globally unique 48bit MAC addresses (compared to only 32bit globally unique Internet IP addresses), Ethernet addressing does not scale because MAC addresses are not hierarchical and thus are not routable based on address prefixes,  

· Ethernet supports and widely uses MAC broadcasts transmitted across the whole network. This clearly does not scale. Routers are traditionally used to segment network into manageable Ethernet segments (broadcast domains.) But routers are slow and expensive devices seldom supporting full wire-speed, because routing requires detailed examination and transformation of each packet (checking and decreasing of TTL field, CRC recalculation, etc.)

Numerous techniques have been proposed to deal with these Ethernet scaling problems. VLANs [3,4] are one of existing solutions, but it requires quite expensive hardware and the virtual channel count is limited.


Our goal in this paper is to propose a Global HANE (Global Hierarchically Addressed Non-broadcast Ethernet) implementation for IP traffic only. We will try to show the needed steps of building this kind of network from prospect of HANE operator. The main goals we will be concentrating on are the scalability and strict access control.

The underlying idea is that in IP protocol stack MAC layer broadcasts are crucial only for one function - they are used by ARP [1,2] protocol to map next-hop IP address into next hop MAC address. To achieve needed Ethernet frame flow control we introduce MAC layer broadcast filtering and unicast only traffic is allowed to go through HANE network.

2 Big and hostile Public network (HANE)

Let us assume that a hypothetical global telecom GlobalX has introduced a new global data communications service (along with Frame Relay, ATM, and SMDS) called Global HANE (Global Hierarchically Addressed Non-broadcast Ethernet). Following is a more precise definition of the Global HANE service:

· Physical interface and frame format for connecting to HANE network is regular Ethernet of any speed and technology. HANE transports regular Ethernet frames using 48bit source and destination addresses. But HANE differs from the regular Ethernet in that HANE transports only unicast frames, while all broadcast and multicast frames are discarded by HANE network edge device.

· HANE operator assigns 48bit address ranges to HANE customers in the hierarchical manner, for example: 8 bits country&state code, 8 bits local office within the state code, and 32 remaining bits are used to create address spaces for individual customers within the service area of the local office. For example, customer A could be assigned the address range 12:34:00:00:00:00 - 12:34:00:00:00:FF. 

· The edge device of HANE network provides MAC address translation to ones belonging to previously assigned MAC address range. It also restricts to which destination addresses customer is allowed to send, and from which source addresses it is allowed to receive frames (all non-complying frames are discarded). In this way closed virtual networks are created in HANE.
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Fig.1. HANE network structure: user LANs can connect directly or via a router
3 HANE implementation.

Is it complicated for a hypothetical telecom GlobalX to start offering HANE service? Not at all. Let’s look inside of HANE. It is a unicast-only network, the addressing is hierarchical and it interconnects only customers with known MAC ranges. It means that the best solution for maximum scalability is a bridge with switching capabilities where MAC/mask pair determines the destination. All other packets not matching these conditions should be discarded within HANE network.

Fortunately enough we have an inexpensive solution, which is based on modified bridging software of Linux kernel.

The configuration file here looks similar to this:

1.
AA:AA:AA:00:00:00/24 eth0

2.
BB:BB:BB:00:00:00/24 eth1

3.
CC:CC:CC:00:00:00/24 eth2

It is straightforward and 1st line means that all packets belonging to AA:AA:AA:00:00:00/24 are sent to interface eth0 with no changes. It is possible to build HANE using exclusively these PC based bridges.

HANE network can also be built using standard Ethernet switches (nowadays easily running at 1Gbps)  pre-configured with static prefix-based forwarding tables. 

The most important components of HANE are edge devices that have the following functionality:

· MAC broadcast and multicast filtering.

· MAC address translation from real MAC addresses to virtual MAC addresses assigned by HANE operator and vice versa.

· Access list table that specifies which nodes are allowed to communicate over HANE and which HANE customers they are allowed to interconnect with. (VLAN)

All this can be implemented with ordinary PC running modified bridging software of Linux kernel with at least two Ethernet interfaces one connected to HANE and the others to HANE customers. Usually this device is located at HANE operator’s premises and HANE employees do its configuration.

The bridge has a global configuration file, which specifies the interface to which HANE is connected:

1.
HANE eth0

Each customer connected to the bridge has a separate configuration file. It could be:

1.
CUSTOMER AA:AA:AA:00:00:00/24 eth1

2.
VLAN office_riga BB:BB:BB:00:00:00/24

3.
VLAN office_liepaja CC:CC:CC:00:00:00/24

4.
MAC 11:22:33:44:55:66 AA:AA:AA:00:00:01 office_riga

5.
MAC 22:11:44:33:66:55 AA:AA:AA:00:00:02 office_riga office_liepaja

In this example 1st line specifies the MAC address range allocated for the customer and the Ethernet interface it is connected to. It means that it is guaranteed that all packets coming from this interface will be within this range and only packets destined to this range will be pass through this port. 2nd and 3rd lines specify the aliases of known parties that this customer has relation with. 4th and 5th lines show how to define local users, which are allowed to use HANE network, and how to specify their external MAC addresses and allowed virtual peers for each.

4 HANE application samples.

These are three most common LAN schemes that might be connected to HANE. Let’s go through all actions that are needed to interconnect the LAN A with LAN C. Both LANs have a single router and single workstation with exception that in LAN C the workstation is not behind the router and may send packets over HANE directly.


Fig.9. HANE network example.

HANE operator assigns HANE address ranges to both networks:

LAN A – AA:AA:AA:00:00:00/24

LAN C – CC:CC:CC:00:00:00/24

Then HANE operator gets to know the original MAC addresses of the users, which will communicate over HANE network directly. Let’s assume the following MAC addresses:

LAN A ROUTER – 00:00:11:A1:A2:A3

LAN C PC – 00:00:22:B1:B2:B3

LAN C ROUTER – 00:00:22:B4:B5:B6

The next task for HANE operator is to make a proper configuration for edge bridges:

LAN A edge bridge:

1.
CUSTOMER AA:AA:AA:00:00:00/24 eth1

2.
VLAN lan_c CC:CC:CC:00:00:00/24

3.
MAC 00:00:11:A1:A2:A3 AA:AA:AA:00:00:01 lan_c

LAN C edge bridge:

1.
CUSTOMER CC:CC:CC:00:00:00/24 eth1

2.
VLAN lan_a AA:AA:AA:00:00:00/24

3.
MAC 00:00:22:B1:B2:B3 CC:CC:CC:00:00:01 lan_a

4.
MAC 00:00:22:B4:bB:B6 CC:CC:CC:00:00:01 lan_a

IP Addressing:

LAN A: 10.10.1.0/24

LAN C: 10.10.3.0/24

LAN A PC – 10.10.1.1

LAN A ROUTER – 10.10.1.254

LAN C PC – 10.10.3.1

LAN C ROUTER – 10.10.3.254

Now all that is left to do is to configure routing between routers by adding static ARP routes for the distant router.

Following is an example scenario when PC user on LAN A wants to reach the PC on LAN C.

1. The user A will broadcast an ARP query with target IP address of router on LAN A as long as the user B is not is his local network.

2. Router on LAN A sends an ARP reply.

3. User A sends a unicast packet addressed to IP 10.10.3.1 (which corresponds to user B) through router on LAN A.

4. Router on LAN A transmits the packet further to router on LAN C as unicast packet (the static ARP entry was configured earlier) over HANE.

5. The edge bridge on LAN A:

a) Checks if it is broadcast, if it is, it is discarded. 

b) Looks up the HANE customer it is addressed to. If it is not one configured before, the packet is discarded.

c) Looks up if the originator of packet is configured in local MAC table and whether it is allowed to communicate with given remote LAN. All is well here and we go on.

d) Translates the internal source MAC address to external and transmits the packet over HANE.

6. The edge bridge on LAN C:

a) Checks if it is broadcast, if it is, it is discarded.

b) Looks up if it is addressed to LAN C external MAC range. If it is not, the packet is discarded. 

c) Looks up if the destination of packet is configured in local MAC table and whether it is allowed to communicate with given remote LAN. All is well here and we go on.

d) Translates the external destination MAC address to internal and transmits the packet to LAN C.

7. The router on LAN C receives packet and routes it to user A.

Similar actions occur when packet is sent from user C to user A.

In most cases the devices interconnecting the VLANs are intermediate routers and it means that only one MAC address would be required in the configuration.

The router itself would need to define ARP entries for other connected routers on other LANs.

However, if no router is used for connection over HANE, the SmartARP [5] server comes handy so there should be no need for big ARP tables of users on different LANs. 

5 Concluding remarks

It seems to be very important that there would be a solution where customers are able to make changes to configuration of their VLAN remotely on edge devices. This may allow the HANE operators to avoid routine operations of adding or removing the MAC mappings and the distributing access to allowed VLANs.

 More advanced and convenient HANE solution would be an improved SmartARP server usage. The SmartARP servers between these two trusted VLANs could communicate with each other and exchange information about MAC addresses of local hosts. It may lead even to better solution where the SmartARP servers would update the configuration of edge bridges dynamically whenever there is any change in local network. Our future work could be dedicated on working on these issues.
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